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COMMUNICATIONS SYSTEMBASED ON 
REAL-TIME NEUROPHYSIOLOGICAL 

CHARACTERIZATION 

RELATED APPLICATIONS 

This application claims the benefit of prior U.S. provi 
sional patent application No. 60/578,812, filed Jun. 9, 2004, 
which is incorporated herein by reference. 

GOVERNMENT LANGUAGE 

This invention was made with government Support under 
(DAAD16-03-C-0054) awarded by (Defense Advanced 
Research Projects Agency through the United States Army 
Natick Soldier Center). The government has certain rights in 
this invention. 

TECHNICAL FIELD 

The present invention relates to communications systems 
and methods of communication, and more particularly to real 
time communications systems and methods of communica 
tion that use physiological and neurophysiological data for 
enhanced modes of communication. 

BACKGROUND 

In contemporary Society, individuals are presented with a 
vast array of information from a myriad of Sources. This 
dense barrage of information taxes individuals, and reduces 
their understanding of the information that they are presented. 
New technologies bring yet new forms of information and 
media, further taxing an individuals ability to interpret and 
assimilate all of the information. This problem of overbur 
dening individuals with excessive information is especially 
true in certain professions. For example, modern military 
forces must operate complicated equipment in taxing envi 
ronments and stressful situations such as in cockpits, 
vehicles, aircraft, watch stations and dismounted body-worn 
systems full of advanced technology. They must work with 
many devices, interpreting, comparing, relaying, and acting 
on essential information. However, much of the information 
that must be sifted through is irrelevant, or is not immediately 
pertinent. A Soldier's efficiency is decreased by the vast quan 
tity of information that he or she must process. 
A decrease in efficiency for a soldier can mean the differ 

ence between life and death, for himself or his comrades. In 
situations where information is life-critical. Such as in mili 
tary combat, ensuring a message is received at the right time 
in the right context is crucial to a combatant's Survival. 
Equally important is delaying the transmission and receipt of 
non-critical information until life threatening situations have 
subsided. Even where lives are not on the line, decreased 
efficiency has a negative impact, drawing a soldiers attention 
away from currently important tasks. Whether personnel are 
involved in mission-critical applications, or other non-critical 
assignments, they must simultaneously process both human 
and computer-based communications. By decreasing the 
amount of information that personnel actually receive, and by 
prioritizing the information that they do receive, their opera 
tional performance can be improved. Increased performance 
will only be provided, however, if they are still presented with 
immediately pertinent and essential information. 

Other professionals, such as police officers, firefighters, 
emergency first responders, and medical professionals can 
also benefit from optimizing the presentation of information 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
that they receive. By highlighting the most essential informa 
tion and reducing the impact of the non-essential information, 
these professionals can increase their efficiency and improve 
overall performance and safety. 

Therefore there exists a need for an improved communica 
tions system. 

SUMMARY 

The above mentioned problems with real time communi 
cations systems and other problems are addressed by embodi 
ments of the present invention and will be understood by 
reading and studying the following specification. 
One embodiment provides a real time communications 

system. The system includes a communications Scheduler 
adapted to receive one or more messages from a plurality of 
message sources, a plurality of sensors coupled to the com 
munications Scheduler, a display unit, having a plurality of 
display and control devices, coupled to the communications 
scheduler, and a database coupled to the communications 
scheduler. The database includes user specific baseline data. 
The one or more messages comprise human generated and 
auto generated messages. The plurality of sensors comprises 
situational, neurophysiological and physiological sensors. 
The communications Scheduler includes a context manager 
that receives one or more outputs from the plurality of sen 
sors, monitors a current user's tasks, retains information 
about the user's environment and receives a current cognitive 
state profile for the user, a message characterization unit that 
characterizes the one or more messages using information 
about the message itself and a presentation unit that receives 
the characterized messages, the current cognitive state pro 
file, outputs from the plurality of sensors, and the user's 
specific baseline data to queue the characterized messages 
into a prioritized message list and presents the message list to 
the user via the display unit. 

Wherein the context manager receives the current cogni 
tive state profile from a cognitive state profile processing unit. 
Wherein the cognitive state profile processing unit is coupled 
to the database. 

Wherein information about the message itself includes one 
or more of priority, category, time profile, content, time, 
response actions, associated tasks, interaction requirements, 
scheduler feedback, status and source. 
One embodiment provides a method of real time commu 

nications Scheduling. The method includes receiving one or 
more messages from at least one message source, sensing one 
or more situational, physiologic, and neurophysiologic 
parameters for a user, comparing the sensed parameters 
against one another and determining if any of the sensed 
parameters are unreliable and determining reliable param 
eters and comparing the reliable parameters against the user's 
baseline data and generating a cognitive state profile. The 
method further includes sending the cognitive state profile to 
a message presentation unit, generating the user's current 
contextual data and sending the user's current contextual data 
information to the message characterization unit and the mes 
sage presentation unit, characterizing the one or more mes 
sages and generating a message characterization profile for 
each message based on one or more message attributes, the 
user's current contextual information, and characterization 
rules and sending the message characterization profiles to a 
message presentation unit. The method further includes gen 
erating a message list according to the user's cognitive state 
profile, the message characterization profile, the user's cur 
rent contextual information, and defined message presenta 
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tion rules and presenting the messages to the user through one 
or more visual outputs, audio outputs, and tactile outputs 
based on the message list. 

Wherein the reliable parameters are also compared against 
a set of rules. 

DRAWINGS 

FIG. 1a is one embodiment of a conceptual view of an 
aspect of a real time communications system in accordance 
with the present invention, 

FIG.1b is one embodiment of a conceptual view of another 
aspect of a real time communications system in accordance 
with the present invention, 

FIG. 2 is one embodiment of a block diagram of a real time 
communications system in accordance with the present 
invention, and 

FIG. 3 is a flow diagram of one embodiment of an imple 
mentation of a real time communications system in accor 
dance with the present invention. 

DETAILED DESCRIPTION 

The primary embodiments of the invention will now be 
discussed in detail, examples of which are illustrated in the 
accompanying figures. Illustrated embodiments are pre 
sented by way of example and are not to be construed as 
limitations. All alternatives, modifications, and equivalents 
that fall within the scope and spirit of the invention are incor 
porated herein. For example, it is understood by a person of 
ordinary skill in the art that the present invention can be used 
both in military and non-military applications. It is further 
understood that additional physiological and neurophysi 
ological sensors from the ones described herein, though not 
specifically mentioned, can be used with equal ease and 
advantage in the present invention. 

Embodiments of the present invention may be imple 
mented with present physiological and neurophysiological 
technologies as well as current computing and telecommuni 
cation technologies. This description is presented with 
enough detail to provide an understanding of the present 
invention, and should not be construed to encompass all nec 
essary elements in a real time communications scheduling 
system. 

Embodiments of the present invention provide a commu 
nications system that is used to mitigate the information pro 
cessing demands imposed by managing incoming communi 
cations. Embodiments of the present invention use 
information management and modality-appropriate informa 
tion presentation strategies to direct the users attention to the 
highest priority information. Even in situations where there is 
a continuous flow of Verbal and electronic communication, 
this system is used, for example, to direct a person's attention 
to the highest priority information Source to complete his or 
her current task or mission within highly dynamic environ 
ments. The system uses context modeling, a real-time assess 
ment of a person's cognitive state, and the attributes of the 
message content to improve overall human-machine system 
performance through optimal information throughput via 
communications scheduling. The system is multi-functional, 
and also has the ability to delay message presentation until a 
later time for lower priority messages, enhance the highest 
priority messages, repeat a message if the information was 
unlikely to have been processed, change the modality if the 
information is better received through an alternative modal 
ity, and the like. 
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4 
Referring to the drawings, FIGS. 1a and 1b are conceptual 

views of a real time communications system, based on one 
embodiment of the present invention. The real time commu 
nications system is divided into a user end 92, shown gener 
ally in FIG. 1a, and a server end 94, shown generally in FIG. 
1b. FIG. 1a depicts a user 99 on whom is arranged a plurality 
of physiological and neurophysiological sensors 101-1 to 
101-M. In one embodiment the plurality of physiological and 
neurophysiological sensors 101-1 to 101-M include one or 
more of an electroencephalogram (EEG), electrocardiogram 
(ECG), electrooculogram (EOG), impedance pneumogram 
(ZPG), galvanic skin response (GSR) sensor, blood volume 
pulse (BVP) sensor, respiration sensor, electromyogram 
(EMG), blood pressure sensor, brain and body temperature 
sensors, neuro-infrared optical brain imaging sensor, and the 
like. Physiological and neurophysiological sensors are 
designed to measure conditions of the mind and body, which 
in one embodiment are interpreted to characterize the present 
state of the user 99. In other embodiments, one or more 
situational sensors 105 are added such as an accelerometer, 
global positioning system (GPS), or gyroscope. In additional 
embodiments, the neurophysiological and physiological sen 
sors 101-1 to 101-M and situational sensors 105 are also 
implemented to define the context or recognize the task in 
which the user 99 is engaged. In other embodiments, addi 
tional measurement devices and sensors are employed to aid 
in defining the context or recognize the task in which the user 
99 is engaged. 

Each sensor 101-1 to 101-M is designed to measure a 
particular aspect of a user's 99 physiology and neurophysi 
ology. In one embodiment, sensors 101-1 to 101-M are used 
to monitor information on the entire body, examples being 
respiration, blood flow, brainwave activity, and the like. More 
specifically, in one embodiment an EEG is used to monitor a 
user's 99 brainwave activity by sensing electrical potential at 
the scalp. Measurements by EEG are categorized into fre 
quency bands including delta, theta, alpha, and beta. For 
example, the delta band, ranging from 1-4 Hz, indicates a 
state of unconsciousness; the theta band, ranging from 4-8 HZ 
indicates a state of daydreaming, the alpha band, ranging 
from 8-13 Hz indicates an alert, but not mentally busy state, 
and the beta band, ranging from 13-30 Hz, indicates a state of 
higher thought process. Other frequency bands are possible. 
Based on the EEG site and dominant frequencies detected, 
EEG data can help detect the type of mental activity. For 
example, if there are significant brain waves measured in the 
frontal brain, in one embodiment this indicates that a user 99 
is actively manipulating information within their working 
memory. Therefore the EEG is used to measure the cognitive 
State of a user 99. 

Likewise, the ECG measures heart rate by detecting elec 
trical activity of the heart muscle, the EOG measures eye 
movement by detecting electrical changes between the front 
and back of the eye as the eye moves, and the EMG measures 
currents associated with muscle action. Also, the GSR is 
measured by sensing changes in conductivity of the skin 
caused by Sweating and Saturation of skin ducts prior to 
sweating, and the BVP measures an individuals heart rate by 
detecting changes in blood Volume at a given location of his or 
her body. 

In one embodiment, more than one physiological and/or 
neurophysiological measurement can be taken in unison to 
determine whether a given message should presently be for 
warded to a user 99. For example, a user's 99 level of muscle 
contractions, heart rate, rate of respiration, number and dura 
tion of eye blinks, eye movement, and brain activity can 
together determine if he or she is currently under a situation of 
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stress, or one of ease. In one embodiment, heightened pulse, 
increased respiration, and rapid muscle contractions indicate 
that a user 99 is likely not in a position to receive an incoming 
message that requires concentration since higher level of 
physiological arousal interferes with the attentional focus 
required by Such complex tasks. Likewise, if an individual has 
increased levels of theta activity, particularly in the frontal 
lobe, then he probably is unprepared to attend to an urgent 
incoming message since high theta activity is indicative of 
daydreaming or inattention and applying attention getting 
aspects to the messages are warranted to increase the likeli 
hood of receipt. 

Referring back to FIG. 1a, the plurality of physiological 
and neurophysiological sensors 101-1 to 101-M are electri 
cally connected to a processing unit 103 via a plurality of 
conductive leads. In one embodiment, the processing unit 103 
is in communication with a server 108, of FIG. 1B, through a 
wireless connection. Server 108 receives messages from a 
plurality of message sources 110-1 to 110-N. The plurality of 
message sources comprises messages from human sources 
and autogenerated messages from the communications 
scheduler 125 or other systems. Examples of human message 
Sources include audio or text messages from other personnel, 
commands from Superior officers, a broadcast of video Sur 
veillance footage, and the like. In one embodiment a commu 
nications scheduler 125 processes the messages and deter 
mines message priority and whether or not to forward the 
message to the user 99 through the wireless connection. If the 
communications scheduler 125 determines to send a message 
to the user 99, it transmits the message to processing unit 103. 
Processing unit 103 then outputs the message to the user 99 
visually, through a visual output 112, audibly, through an 
audio output 114, or tactilely, through a tactile output 116. 
Depending on the priority of the message, the characteriza 
tion of the message, and the like, one or more outputs can be 
implemented to relay the message to the user 99. In the 
illustrated embodiment, communications scheduler 125 is 
built into server 108. In this embodiment, all or fewer than all 
of the messages are sent to processing unit 103. In alternative 
embodiments, communications scheduler 125 is built into the 
processing unit 103. These embodiments permit all messages 
to be transmitted to the processing unit 103 before they are 
Sorted and categorized. 

In further embodiments, a primary communications Sched 
uler and context manager are built into the server 108, and a 
backup communications Scheduler and context manager are 
built into the processing unit 103. This embodiment offers the 
advantage of increased usability at the cost of additional 
components and/or complication. For example, even if com 
munication is lost between server 108, at the server end 94, 
and processing unit 103, at the user end 92, message charac 
terization and message presentation continue to update based 
on changed user 99 status. 

In some embodiments, the plurality of physiological and 
neurophysiological sensors 101-1 to 101-M, processing unit 
103, and visual output 112, audio output 114, and tactile 
output 116 are incorporated into a user's 99 clothing such as 
a soldier's uniform. For example, in one embodiment the 
audio and visual outputs 112 and 114 and EEG are integrated 
into the user's 99 head gear such as a helmet, while other 
physiological and neurophysiological sensors are woven into 
his clothing. In alternative embodiments, the user end 92 is 
built into, for example, a vehicle cockpit, a watch station seat, 
or the like. In some embodiments, all of the user end 92 is 
incorporated into, for example, the vehicle. In other embodi 
ments only aspects of the user end 92, Such as the processing 
unit 103, are built into the vehicle. 
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6 
In operation, according to one embodiment, server 108 

receives messages from the plurality of message sources 
110-1 to 10-N and sends them to the communications sched 
uler 125. The communications scheduler 125 processes the 
messages and determines message priority. Physiological and 
neurophysiological measurements are received from the plu 
rality of physiological and neurophysiological sensors 101-1 
to 101-M by the processing unit 103 and forwarded to the 
presentation unit 132 through cognitive state processing unit 
134 at the server end 94. Based on the cognitive state profile 
and message priority, the presentation unit 132 determines 
whether to send the message to the processing unit 103 at the 
user end 92. Messages so designated are sent to the process 
ing unit 103 and presented to the user 99 through one or more 
of visual outputs 112, audio outputs 114, and tactile outputs 
116. 

FIG. 2 illustrates a block diagram of a real time communi 
cations system, shown generally at 90, in accordance with an 
embodiment of the present invention. Messages are received 
by the communications scheduler 125 from a plurality of 
message sources 110-1 to 110-N and world data sources 199. 
The received messages can be audio, visual, or textual in 
nature, or a combination thereof. In one embodiment, the 
communications scheduler 125 comprises a message charac 
terization unit 130 and a message presentation unit 132. Mes 
sages are first processed and characterized by the message 
characterization unit 130. When characterizing a message, 
the message characterization unit 130 receives input from a 
context manager 135. In the illustrated embodiment the con 
text manager 135 is incorporated into the communications 
scheduler 125. In alternative embodiments, the context man 
ager 135 is separate from the communications scheduler 125. 
The context manager 135 monitors the current mission or 

activity status of the user 99. For example, for military per 
sonnel, the context manager 135 keeps track of such infor 
mation as whether the user 99 is in combat, who the other 
personnel in his unit are, and who his commanding officer is. 
In one embodiment, context manager 135 receives data from 
one or more external sources (world data sources) 199. In one 
embodiment, the world data sources include one or more of 
environmental sensor data such as chemical sensors, weather 
sensors, mission type and the like. Context manager 135 also 
retains information, for example, on a user's 99 environment, 
Surroundings, and character of present task. Information from 
the plurality of physiological and neurophysiological sensors 
101-1 to 101-M also aids in the characterization of messages. 
For example, in one embodiment if the plurality of sensors 
show that user 99 is unconscious or dead, then all messages to 
the user 99 are characterized as obsolete. In other embodi 
ments, under certain conditions, such as the death of the user 
99, messages can be passed on to another user. 

Messages are organized by a plurality of message 
attributes. In one embodiment, messages are organized, for 
example, by priority, category, time profile, content, time, 
response actions, associated tasks, interaction requirements, 
scheduler feedback, status, and source. Priority is subdivided 
into the classes of high, medium, and low; high priority being 
assigned to messages that are both mission and time critical, 
medium priority being assigned to messages that are mission 
critical, and low priority being assigned to messages that are 
non-critical. In one embodiment, another class of priority is 
defined for irrelevant messages for purposefully blocked 
data. Category comprises the message type, such as reports, 
commands, status updates, information, and coordination 
(for example, between units within a single mission). In one 
embodiment, the time profile comprises response time, time 
type, duration, and any deadlines. Response time can vary 
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from none, to uncertain, to a certain preset response time. 
Time type comprises constant, sporadic, and scheduled. 
Duration comprises the stop time, start time, and any desig 
nated period. Deadlines vary, for example, from requiring that 
a command sent by the message be executed by a particular 
time, or not before a particular time, or within a set time 
frame. 

Response actions by the user 99 comprise acknowledging, 
forwarding, deferring, deleting, and ignoring the message, 
and the like. Further the user 99 can create and send messages 
to other humans back to the communications system and the 
like. The communications system 90 is fully interactive with 
the user 99. Associated tasks and interaction requirements are 
any of a myriad of tasks and requirements that are attached to 
a message. These parameters are varied, and may be individu 
alized to particular messages or messages associated with a 
particular mission or assignment. Scheduler feedback is auto 
mated feedback from the real time communications system 
90 to the user 99 that indicates to the user 99 that the Scheduler 
has done something to a message. For example, a scheduler 
feedback message might be one that informs the user 99 that 
a message has been deferred. 

In alternative embodiments, scheduler feedback also com 
prises automated messages generated by communications 
scheduler 125. For example, in one embodiment when mea 
surements of a user's 99 present GSR and breath moisture 
indicate that a user is becoming dehydrated, then an auto 
mated message is sent both to the user 99 and the user's 
commanding officer notifying them that the user is approach 
ing dehydration. In this manner a commanding officer or 
medic can better monitor the health of his unit. In certain 
embodiments, automated messages are also generated, for 
example, to notify members of a unit when comrades are 
under attack or perished. A message's status comprises Such 
states as pending, deleted, current, expired, acknowledged, 
deferred, and the like. The source contains information such 
as the identity of the sender, where the message is being sent 
from, and when the message was sent. 

In one embodiment, the message characterization unit 130 
applies user-defined criteria when determining a message's 
characterization profile. For example, a platoon leader in a 
military setting might indicate to the system that all commu 
nications from squad leaders and the company commander 
are high priority. He could further indicate that messages 
from otherindividuals. Such as other platoon leaders, are high 
priority when the message content includes information 
about his current task. Additionally, the user 99 could set the 
communications Scheduler Such that, for example, if his 
engagement level, as indicated by a derived EEG measure 
form select sites and frequencies, is high, then medium and 
low priority messages not related to his current task are to be 
deferred. In one embodiment, message priority is set in the 
message characterization unit 130. 
The message characterization unit 130 assigns a character 

ization profile to each message based on a compilation of the 
message attributes, thereby characterizing the message. 
Characterized messages are then sent to the presentation unit 
132. The presentation unit 132 receives the characterized 
message, as well as information from the context manager 
135 and the plurality of physiological and neurophysiological 
sensors 101-1 to 101-M through the cognitive state profile 
processing unit 134. Data is compiled from the plurality of 
physiological and neurophysiological sensors 101-1 to 
101-M to form a cognitive state profile on the user 99. The 
cognitive state profile is a real time assessment of the user's 
99 present mental and physical state based on the sensor 
readings. In one embodiment, a cognitive state profile data 
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8 
base 143 is coupled to cognitive state profile processing unit 
134 and includes a trained set of data that baselines the neu 
rophysiological and physiological state for individual users. 

In one embodiment, the cognitive state profile assesses the 
user's 99 present task engagement, cognitive workload, 
physiological arousal, novelty level, executive load index, 
and stress level. Novelty level and executive load index are 
derived gauges that comprise combinations or processed 
inputs both from an EEG that indicate the user's 99 atten 
tional state. In one embodiment, the novelty level, executive 
load index, and the like, are used to assess the likelihood that 
an incoming message was processed. To accurately deter 
mine a user's 99 present task engagement, cognitive work 
load, and physiological arousal, novelty level, executive load 
index, and stress levela baseline profile is established for each 
individual. 

In one embodiment, the baseline profile is established 
through the use of cognitive state classifier via neural net 
works. A neural network is a form of multiprocessor com 
puter system comprising: simple processing elements, a high 
degree of interconnection, simple Scalar messages, and an 
adaptive interaction between the elements. The advantage of 
a neural network is that it can adapt based on new input. In one 
embodiment, a neural network is used to train the real time 
communications system 90 to recognize the physiological 
and neurophysiological readings that correspond to what 
physical and mental state for each individual. This is done by 
training individuals in different situations and determining a 
range of sensor readings for each situation. For example, a 
user would be trained under a situation of high cognitive 
stress, and thereafter the real time communications system 90 
uses the baseline profile data to accurately tell when the 
individual is in a situation of high cognitive stress. It is impor 
tant that a baseline profile be established for each individual 
in a myriad of different situations, since body responses vary 
widely between different persons. In one embodiment, a sys 
tem database 133 is coupled to communications scheduler 
125 and includes user preferences, message priorities, task 
tracking information and other system data. 

In one embodiment, baseline profile information for all 
users is stored at the server end 94 in a cognitive state pro 
cessing database 143. In alternative embodiments, a user's 
baseline profile information is stored at the user end 92 in a 
database such as database 143 attached to his processing unit 
103. In further embodiments baseline profile information for 
all users is stored in a cognitive state processing database 143 
attached to each processing unit 103. In conjunction with 
these embodiments, backup information of each user's 99 
baseline profile is stored in a cognitive state processing data 
base 143 that acts as a backup unit. 

Under certain situations, some measurements from the 
physiological and neurophysiological sensors become inac 
curate. In applying presentation rules, the message presenta 
tion unit 132 qualifies the measurements by using, for 
example, measurements from an accelerometer to determine 
if the proper indicia are present such that a particular mea 
Surement is presently unreliable. In one embodiment, when 
situational sensors 105 Such as an accelerometer or physi 
ological sensors such as an EMG located around the user's 
legs indicate high user 99 activity, output from one or more 
neurophysiological sensor are considered unreliable. For 
example, when a user 99 is under a high degree of physical 
activity, as measured for example by accelerometer and 
EMG, EEG signal quality is more suspect. Therefore, before 
applying the user's 99 EEG-based profiling to the presenta 
tion rules, the message presentation unit 132 first determines 
whether the EEG readings are reliable. Other examples 
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wherein one or more sensor readings are implemented to 
qualify another sensor reading include: comparing the BVP 
ECG, and respiration sensors against one another, or compar 
ing the GSR, EMG, and ECG against each other. In the first 
example, both the BVP and ECG measure heart rate, but by 
different means, while the respiration sensor measures breath 
rate. In this example, if the BVP and ECG both output differ 
ent readings, then they are checked against the user's breath 
rate. Since a high breath rate generally accompanies an 
increased pulse, the breath rate can be used to determine 
which of the heart rate monitors is more accurate. Addition 
ally, for the second example an increased GSR reading is 
generally accompanied by an increased EMG and ECG read 
ing. Therefore if any two of the GSR, EMG, and ECG are 
significantly different from the third sensor, then that third 
sensor is suspect. Suspect sensor readings may indicate false 
readings due to, for example, a failing sensor or poor contact 
between the sensor and user 99. In one embodiment, for 
example, when readings from an accelerometer indicate that 
the user 99 is under a moderate to high degree of acceleration, 
EEG readings are marked as unreliable. In some embodi 
ments, when the readings of a particular sensor are presently 
unreliable, those readings might be ignored for the generation 
of the user's 99 current cognitive state profile. 

Based on the user's 99 present context, his cognitive state 
profile, and the characterization profile attached to a message 
or messages, the message or messages are queued into a 
message list. Messages are then presented to the user 99 based 
on the message list. In one embodiment, the message list is 
continually updated on a real time basis. A continually 
updated message list eliminates presenting unnecessary or 
obsolete messages to the user 99, and ensures that the most 
important messages will be received before less important 
OS. 

The message presentation unit 132 takes actions and pre 
pares the message list based on a list of actions that comprises 
the commands of pass through, delete, defer, reschedule, 
divert attention to message, escalate, and change modality, 
and the like. The pass through action indicates that the mes 
sage remains unchanged by the scheduler. The change modal 
ity action changes oradjusts a message’s presentation format. 
For example in certain embodiments a change modality 
action changes in the presentation mode from visual to aural. 
Actions that are assigned to a message occur in addition to or 
instead of assigning the message to the message list. For 
example, to divert attention to high priority messages, an alert 
may sound immediately prior to the presentation of that high 
priority message. When the escalate command is attached to 
a message, the alert tone normally presented before a high 
priority message will be made salient and more attention 
grabbing, in order to escalate the systems ability to direct 
user 99's attention towards the incoming message. 

Additionally, the message presentation unit 132 assigns a 
mode or modes of presentation for each message. In one 
example, a message is presented to the user 99 through one or 
more audio, visual, and tactile communication methods, 
shown collectively as 275, and individually as audio output 
114, visual output 112, and tactile output 116. Depending on 
the urgency and nature of the message, and other factors in the 
characterization profile, the message presentation unit 132 
assigns one or more communication methods. For example, a 
single message might be presented with an audio, visual, and 
tactile aspect. A single communication method can also have 
multiple forms of presentation. For example, in one embodi 
ment both light emitting diodes and a video display are used 
to present visual data to the user 99. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
Rules of presentation are more rigid than rules of charac 

terization. In one embodiment all the possible responses and 
actions to be carried out are preprogrammed into the message 
presentation unit 132. Therefore, in one embodiment, once 
the message has been characterized, the presentation unit 
applies its rules to the message and acts accordingly. 

In one embodiment the communications scheduler 125, 
and therefore the message characterization unit 130 and mes 
sage presentation unit 132, is hard wired into the server 108 or 
processing unit 103. In other embodiments the communica 
tions Scheduler 125 comprises software and is programmed 
into the server 108 or processing unit 103. In alternative 
embodiments, the message characterization unit 130 and 
message presentation unit 132 are separate functions of a 
single unit. For example, the message characterization unit 
130 and message presentation unit 132 are different modes of 
one software implementation. 

Messages are presented to the user 99 in accordance with 
the message list. After being alerted of a message's presence, 
a user 99 takes one or more actions, from a list comprising: 
forwarding the message, acknowledging the message, delet 
ing the message, responding to the message, ignoring the 
message, and the like. The user's 99 action is sent to the real 
time communications system 90, which then updates the 
messages characterization profile based on the action. 

FIG. 3 shows a flow diagram depicting one example of an 
implementation of a real time communications system 90 in 
accordance with one embodiment. The illustrated implemen 
tation of the real time communications system 90 begins with 
the step of receiving a message that has been generated and 
sent to the communications scheduler 301. In step 304, physi 
ological and neurophysiological readings are taken from the 
user. Step 306 comprises comparing readings against one 
another to determine if any readings are unreliable. In one 
embodiment readings from situational sensors are compared 
against physiological and neurophysiological readings. 
When situational sensors indicate a high level of user activity, 
output from neurological sensors is considered less reliable. 
When unreliable readings are indicated, those unreliable 
readings may be ignored 307. Reliable readings are compared 
to a baseline profile to generate a user's present cognitive 
state profile, step 309. A user's contextual information is 
received from the context manager 135 by a message charac 
terization unit in step 315. Step 318 comprises forwarding the 
message to the message characterization unit. Then the 
method proceeds to 320, and the message is characterized by 
the message characterization unit based on message 
attributes, the user's context, and message characterization 
rules. In step 322, the user's cognitive state profile is sent to 
the presentation unit. In step 324 the characterized message is 
sent to the message presentation unit, to be influenced by the 
user's cognitive state profile and context. A message list is 
generated by the message presentation unit based on message 
characterization, the user's cognitive state profile, the user's 
context, and message presentation rules in step 327. In step 
330, the message is displayed to the user according to the 
message list. Finally, in step 332 the user takes any applicable 
actions in response to the message. 

In view of the foregoing, it will be understood by those 
skilled in the art that the methods of the present invention can 
be implemented in combination with present computing and 
communications technology. Variations and modifications 
may occur, which fall within the scope of the present inven 
tion, as set forth in the following claims. 
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What is claimed is: 
1. A communications system, comprising: 
a communications scheduler adapted to receive one or 
more messages from a plurality of message sources, 
wherein the one or more messages comprise human 
generated and auto generated messages; 

a plurality of sensors coupled to the communications 
Scheduler, wherein the plurality of sensors comprise 
situational, neurophysiological and physiological sen 
Sors; and 

a display unit, having a plurality of display and control 
devices, coupled to the communications scheduler, 

wherein the communications scheduler includes: 
a context manager that receives one or more outputs 

from the plurality of sensors, monitors a current user's 
tasks, and retains information about the user's envi 
ronment; 

a message characterization unit that characterizes the 
one or more messages using message attributes, out 
puts from the plurality of sensors, and the current 
user's specific baseline profile data; and 

a presentation unit that receives the characterized mes 
sages, queues the characterized messages into a pri 
oritized message list and presents the message list to 
the user via the display unit. 

2. The system of claim 1, further comprising a cognitive 
state profile processing unit that generates a cognitive state 
profile for the current user. 

3. The system of claim 2, further comprising a cognitive 
state profile database coupled to the communications Sched 
uler, wherein the database includes current user specific base 
line profile data. 

4. The system of claim3, wherein the cognitive state profile 
processing unit receives output from the plurality of sensors 
and the current user's specific baseline profile data in order to 
generate the cognitive state profile. 

5. The system of claim 1, wherein the context manager 
further receives one or more data feeds from external sources. 

6. The system of claim 5, wherein the one or more data 
feeds include one or more of chemical sensors, weather sen 
sors, and mission data. 

7. The system of claim 2, wherein the context manager 
receives the current cognitive state profile from the cognitive 
state profile processing unit. 

8. The system of claim 1, wherein the message attributes 
include one or more of priority, category, time profile, con 
tent, time, response actions, associated tasks, interaction 
requirements, scheduler feedback, status and Source. 

9. The system of claim 1, wherein the one or more mes 
sages comprise audio, video and text messages. 

10. The system of claim 2, wherein the presentation unit 
uses the characterized messages, the current cognitive state 
profile and message presentation rules to continually opti 
mize the characterized messages for presentation to the user. 

11. The system of claim 1, wherein the plurality of display 
devices present the prioritized message via one or more 
audio, video, and tactile devices. 

12. The system of claim 1, wherein the human generated 
and auto generated messages comprise text messages, audio 
messages, Video messages and tactile messages. 

13. The system of claim 1, wherein the physiological sen 
sors comprise one or more of an ECG, EOG, ZPG, GSR, 
BVP, respiration sensor, EMG, blood pressure sensor, brain 
and body temperature sensors, and near-infrared optical brain 
imaging sensor. 
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14. The system of claim 1, wherein the situational sensors 

comprise one or more of an accelerometer, gyroscope and 
global positioning system receiver. 

15. The system of claim 1, wherein the situational sensors 
comprise one or more of neurophysiological and physiologi 
cal sensors. 

16. The system of claim 2, wherein the cognitive state 
profile comprises assessments of one or more of the user's 
present task engagement, cognitive workload, stress level. 
and physiological arousal. 

17. A method of communications Scheduling comprising: 
receiving one or more messages from at least one message 

Source; 
sensing one or more situational, physiological, and neuro 

physiological parameters associated with a user; 
comparing the sensed parameters against one another, 
determining if any of the sensed parameters are unreliable; 
determining one or more reliable parameters; 
comparing the reliable parameters against baseline profile 

data for the user; 
generating a cognitive state profile based on the reliable 

parameters and the user's baseline profile data; 
sending the cognitive state profile to a message presenta 

tion unit; 
generating the user's current contextual data and sending 

the user's current contextual data information to the 
message characterization unit; 

characterizing the one or more messages and generating a 
message characterization profile for each message based 
on one or more message attributes, the user's current 
contextual information, and characterization rules; 

sending the message characterization profiles to a message 
presentation unit; 

generating a message list according to the user's cognitive 
state profile, the message characterization profile, the 
user's current contextual information, and defined mes 
Sage presentation rules; and 

presenting the messages to the user through one or more 
visual outputs, audio outputs, and tactile outputs based 
on the message list. 

18. The method of claim 17, wherein the one or more 
messages comprise one or more human generated messages 
and auto-generated messages. 

19. The method of claim 17, wherein the one or more 
situational, physiological and neurophysiological parameters 
comprise at least one of an EEG measurement, an ECG mea 
surement, an EOG measurement, a ZPG measurement, GSR, 
BVP, respiration, an EMG measurement, blood pressure, 
brain and body temperature, acceleration, and location. 

20. The method of claim 17, wherein generating the mes 
sage list comprises queuing messages into the message list 
based on the user's cognitive state profile, the user's contex 
tual information, the message characterization profile, and 
rules of presentation. 

21. A communications system, comprising: 
a means for receiving one or messages from at least one 

message Source; 
a means for sensing a plurality of situational, physiologi 

cal, and neurophysiological parameters associated with 
a user, 

a means for comparing the sensed parameters against one 
another and determining if any of the sensed parameters 
are unreliable; 

a means for determining one or more reliable parameters; 
a means for comparing the reliable parameters against the 

user's baseline profile data; 
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a means for generating a cognitive state profile based on the 
reliable parameters and the user's baseline profile data; 

a means for sending the cognitive state profile to a message 
presentation unit; 

a means for generating the user's current contextual data 
and sending the user's current contextual data informa 
tion to the message characterization unit; 

a means for characterizing the one or more messages and 
generating a message characterization profile for each 
message based on one or more message attributes, the 
user's current contextual information, and characteriza 
tion rules; 

a means for sending the message characterization profiles 
to a message presentation unit; 

a means for generating a message list according to the 
user's cognitive state profile, the message characteriza 
tion profile, the user's current contextual information, 
and defined message presentation rules; and 

a means for presenting the messages to the user through 
one or more visual outputs, audio outputs, and tactile 
outputs based on the message list. 

22. The system of claim 21, wherein the one or more 
messages comprise one or more human generated messages 
and auto-generated messages. 

23. The method of claim 21, wherein the one or more 
situational, physiological and neurophysiological parameters 
comprise at least one of an EEG measurement, an ECG mea 
surement, an EOG measurement, a ZPG measurement, GSR, 
BVP, respiration, an EMG measurement, blood pressure, 
brain and body temperature, acceleration, and location. 

24. The system of claim 21, wherein the means for gener 
ating the message list comprises a means for queuing mes 
sages into the message list based on the user's cognitive state 
profile, the user's contextual information, the message char 
acterization profile, and rules of presentation. 

25. A communications system, comprising: 
a plurality of sensors comprising situational, neurophysi 

ological and physiological sensors; 
processing functionality coupled to the plurality of sensors 

and configured to: 
receive output from the plurality of sensors; 
receive a database that includes the current user's spe 

cific baseline data; 
receive a user's specific baseline data; 
generate a cognitive state profile based on the output and 

the user's specific baseline data; 
receive one or more messages, wherein each message 

has attributes; and 
characterize the one or more messages based on at least 

the message attributes of the messages and the cogni 
tive state profile of the user. 
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26. The system of claim 25, wherein the processing func 

tionality comprises a communications scheduler adapted to 
receive the one or more messages, and 

wherein the communication scheduler includes a context 
manager that receives the sensor output from the plural 
ity of sensors and receives one or more data feeds from 
external sources. 

27. The system of claim 26, wherein the one or more data 
feeds include one or more of chemical sensors, weather sen 
sors, and mission data. 

28. The system of claim 26, wherein the processing func 
tionality comprises a cognitive state profile processing unit 
that generates the cognitive state profile, and 

wherein the context manager receives the cognitive state 
profile from the cognitive state profile processing unit. 

29. The system of claim 25, wherein the message attributes 
include one or more of priority, category, time profile, con 
tent, time, response actions, associated tasks, interaction 
requirements, scheduler feedback, status and source. 

30. The system of claim 25, wherein the one or more 
messages comprise audio, video and text messages. 

31. The system of claim 25, wherein the processing func 
tionality further comprises a presentation unit that receives 
the characterized messages, queues the characterized mes 
sages into a prioritized message list and presents the message 
list to the user via a display unit, and 

wherein the presentation unit uses the characterized mes 
Sages, the current cognitive state profile and message 
presentation rules to continually optimize the character 
ized messages for presentation to the user. 

32. The system of claim 25, wherein the one or more 
messages comprise text messages, audio messages, Video 
messages and tactile messages. 

33. The system of claim 25, wherein the physiological 
sensors comprise one or more of an ECG, EOG, ZPG, GSR, 
BVP, respiration sensor, EMG, blood pressure sensor, brain 
and body temperature sensors, and near-infrared optical brain 
imaging sensor. 

34. The system of claim 25, wherein the situational sensors 
comprise one or more of an accelerometer, gyroscope and 
global positioning system receiver. 

35. The system of claim 25, wherein the situational sensors 
comprise measures derived from one or more of neurophysi 
ological and physiological sensors. 

36. The system of claim 25, wherein the cognitive state 
profile comprises assessments of one or more of the user's 
present task engagement, cognitive workload, stress level. 
and physiological arousal. 


